Guidelines for Safer Online Banking
In General
1. Always use current and supported computer operating system and application software, being sure to routinely and continuously install security patches and other critical updates from the vendor. 

2. Always maintain a current anti-malware Internet suite from a reputable vendor, being sure to routinely and continuously update associated pattern files.  Some of the more well-known vendors and products are Kaspersky (Kaspersky Internet Security), McAfee (McAfee Internet Security, McAfee Total Protection for Secure Business), Symantec (Norton Internet Security), and Trend Micro (Trend Micro Titanium, Trend Micro Worry Free, Trend Micro Enterprise Security Suite).  
3. Use strong passwords, change them often (we suggest at least every 90 days), and don’t share them or write them down.
4. Be suspicious of all e-mail, even if it appears to come from someone you know.

5. Never click on a link within an e-mail unless you verify with the sender first.

6. To reduce your exposure to Internet threats, choose Internet browser settings which restrict dangerous programs and features you don’t need.  How to do this varies by browser but, in general, set default security settings to “High”.  For more details, you may want to copy the following URL address into your browser and visit the site:

 http://www.us-cert.gov/reading_room/securing_browser/
7. Be selective about where you browse on the Internet, and be wary of downloads offered by a pop-up window.

KwikNet Specific

1. Disable e-mail delivery of temporary access codes (TAC)
2. Consider requiring a TAC to be delivered to a phone at every login.

3. Require dual authorization for ACH and wires.

4. Be sure dollar amount limits are appropriate for activity.
