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NBACH]

Your Trusted Resource in Payments

VIBRANT PAYMENTS COMMUNITY

Did you know that companies and business users of the payment systems can join NEACH as Corpc

An unbiased partner for information on Education and Training on your contractual obligation
what's happening in the payments industry. under payments system rules and agreements.
Help managing fraud and other risks Discounts on all NEACH publications and education.

inherent to sending and receiving payments.

Connect today > neach.



Welcome!

Schedule for 3-part Fraud Series:

March 16
June 15
November 8

2-Part ACH Education Series: REGISTIRI
April 25 — ACH Rules Ao
September 19 — B2B Payments

Contact your Financial Institution
to register
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Large Business Losses




Business Email Compromise Update




Business Email Compromise (BEC)

Criminals send an email message that appears to com

known source making a legitimate request

Vendor's compromised email — Request for future payments to different .
Spoofed email that appears to come from Company CEO requesting emp
Email that appears to come from Company Executive with urgent Wire Tr

Business sends the payment per request ultimately lea
scam
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EMAIL

From- Feance Direcror
SUBJECT: Initiate Acquusition
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Business Email Compromise Timeline

An outline of how the business email compromise is executed by some organized crime groups




BEC — Communication Hijacking

Invoice from legit source such as PayPal or Quickbooks
Vendor ID theft

Deep fake used to mimic voice of known person requesting
transfer
Use of technology to mimic the voice of a person known to-
targeted employee
Variety of open-source tools are available to allow anyone tc
deepfakes, both video and audio

CH 50
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‘ . BEC Resources

Cybersecurity Intelligence Deep Fakes Making BEC Worse

Dark Reading Deepfake Scores S35m in Corporate Heist

FBl How Business Email Compromise Works

FBI PSA Business Email Compromise: Virtual Meeting Platf

Security Magazine When Seeing is No Longer Believing
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‘ BEC - Sound Business Practices

1L

Out-of-Band Authentication for email requests
Call Vendor or person who allegedly sent email using phone
you already know / have on file, not what is in email
Do not respond to the email request

Monitor accounts for ACH and Wire Transfer activity D
Dual-Control / Internal control protocols
Ongoing staff education

Notify FI immediately if identify suspect transfer
FI will attempt to recall Transfer
Business liability; payment is authorized
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BEC - Sound Business Practices

Have procedure for cases when someone calls you cla
be an executive, even if you recognize the voice

Corporate Risk Management Strategy and Vulnerability

Framework
Perform Threat / Risk Analysis
|dentify digital assets and data to protect
Limit or restrict employee information sharing
Limit or restrict employee access to personal email and soc
Encryption
Threat intel and detection capabillities
|[dentity Access Management

CH 50
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‘ Check Fraud

MAIL &
CHECK
S 7 "FRAUD IS
L\ ON THE

RISE

' WHAT YOU CAN
" DO TO STAY
PROTECTED




Check Fraud is Soaring

Mail theft
Blue collection boxes — Mailbox
"Phishing”
Delivery vehicles stolen
Carriers held up at gunpoint for master
keys
Stolen from unattended offices / desks

-7 J ' Image source:
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Check Washing / Altered Check

Use of chemicals to alter payee and/or dollar amount ¢
legitimate check

Handwritten checks easier to wash than printer ink
Printed checks — presence of white out or scratch thrus like
to alter payee

Some stolen checks are also counterfeited

https://www.uspis.gov/news/scam-article/check-wast
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Check Fraud Mitigation Strategies

Lock up check stock
Do not leave incoming or outgoing mail in unattended |
Take mail directly to post office vs. blue collection box

IT must use blue collection box, do not rubber band all ¢
mail together — easier to Phish

Use check stock that is apparent when washed

Log into account(s) daily
Report suspicious items to institution immediately — limited time to do sc

Positive Pay or Reverse Positive Pay

w5 o
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Threat Assessments

Strengthen security posture with detailed policies and
procedures

Escalation strategies: Staff protocols if staff encounter
suspicious activity

Use financial institution suggested (or required) accour

Meet with insurance agent and account officer at least
assess additional security needs.
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